Restorative Therapies RTILink Database
& System IT Information

RTILink Overview

RTILink is a database that resides on a server at www.RTILink.com (IP address:
69.89.6.226).

The purpose of RTILInk is to:
= download patient therapy parameter data to the control unit interface (the
controller for the device / ergometer)
= upload patient therapy result data from the control unit interface
= download automatic software updates to the control unit interface

RTILink is compliant with the HIPAA security rule.

Patients are identified by a seven-digit ID number including a 1-digit checksum) that is created
when a new patient record is created in RTILink by a clinician. Only the clinician is able to
match this RTILink ID with their actual patient.

System Interface Overview - The Device

The system interface for the device is a control unit, a tablet PC running Windows 10. The
control unit is configured to run Restorative Therapies' proprietary software application upon
startup which is hardcoded to only connect to RTILink or restorative-therapies.com. Users are
not able to utilize the control unit for other Internet functions from within the application.

RT300 system

RT300 systems use a Microsoft Surface GO. It connects to the Internet via a WiFi network
supporting 802.11 a/b/g/n.

The WiFi manager is capable of WEP, WPA, and WPA2 encryption. It can also be configured
for a static IP connection, or a proxy server connection. 802.11 and 802.1x authentication
methods are also supported using various methods of authentication such as PEAP and EAP.

The MAC address for the WiFi adapter is available from the SAGE software (Help | About).
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RT300 system Control Unit Technical Specifications

Display 10" PixelSense™ Display, 1800 x 1200 (217 PPI) Sensors Ambient light sensor
10-point multi-touch, Aspect ratio 3:2 Accelerometer
Corning® Gorilla® Glass 3 Gyroscope
Contrast ratio: 1500:1 Magnetometer
Dimensions 9.65" x6.9" x 0.33" (245mm x 175mm x 8.3mm) Connections 1x USB-C™
and expansions 1y Surface Connect port
* 2 N c
Weight W 115 s (5220) 3.5mm headphone jack
1
Processor Intel® Pentium® Gold Processor 4415Y X mCras N cond vender
Surface Type Cover port
Memory 4GB RAM, 64GB embedded MultiMediaCard
(RAM)/storage  (eMMC) drive Cameras, video, Windows Hello face authentication camera
i i front-f; )
combinations® . Available in Wi-Fi only and audio CroRsCag!
o " 5.0MP front-facing camera with
8GB RAM, 128GB solid state drive (SSD) 1080p Skype HD video
* Available in Wi-Fiand LTE 8.0MP rear-facing autofocus camera
8GB RAM, 256GB solid state drive (SSD) with 1080p HD video
» Available in LTE only Single microphone
2W stereo speakers with Dolby® Audio™ Premium
Graphics Intel* HD Graphics 615
Exterior Casing: Magnesium
Battery Wi-Fi: Up to 9 hours of local video playback’ Color- Silver
G ; Physical buttons: Volume, Power
Security TPM 2.0 for enterprise security
fEnterpnse-grade protection with Windows Hello What'sin Surface Go
ace sign-in
g the box 24W Surface Power Supply
Software Ships with Windows 10 Pro configurable to S Mode* Quick Start Guide
1 month trial for new Microsoft Office 365 customers Safety and Warranty documents
Wireless Wi-Fi: IEEE 802.11 a/b/g/n/ac compatible Warranty 1-year limited hardware warranty
Bluetooth Wireless 4.1 technology
Network Nano SIM Tray
(LTEAdvanced 4G LTE Advanced (Bands 1,2, 3,4,5,7,8,12,13,17,19,
models)* 20, 25, 26, 28, 29, 30, 38, 39, 40, 41)

GPS / GLONASS: Standalone and Assisted
GNSS, accuracy up to 3 meters

RT200, RT600, Xcite systems

RT200, RT600 and Xcite systems use a tablet pc manufactured by Cybernet Manufacturing,
Model T10C. It connects to the Internet via a WiFi network supporting 802.11 a/b/g/n, or a wired
LAN connection up to 1Gbps.

The WiFi manager is capable of WEP, WPA, and WPA2 encryption. It can also be configured
for a static IP connection, or a proxy server connection. 802.11 and 802.1x authentication
methods are also supported using various methods of authentication such as PEAP and EAP.

The MAC address for the WiFi adapter is available from the SAGE software (Help | About).
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RT200, RT600, and Xcite systems Control Unit Technical Specifications

Display

CPU Support
Chipset

Memory
Operating System
Video & Graphics
Touch Screen
Networking
Wireless

BlOS

HDD Support
TPM

Sensor
Webcams
Power Input
Power Supply

Relative Humidity
Waterproof

9.7" Medical Grade LED Panel 1024x768

Intel N2930 Quad Care Processor

Intal NM10 Express Chipset

1x DDR3 1333MHz SO-DIMM sockets, populated up to 8GB

Windows 10, Windows loT, Windows 8.1, Windows 7, Linux

Intel HD Graphics

PCAP Multi-Touch

1x Gigabit (Gbe) Realtek RTLE111E

Intel Centrino 802.11 a/b/g/n + Bluetooth 4.0

BIOS supparts ACPI, API, DMI, Plug & Play, & security password. Supports boating from HDD,
PXE, LAN, and UISE device. BIOS Systern POST and BIOS setup password protection.
1x 3Gbps Serial ATA Il port

Version 1.2

G Sensor Suppaort, Display Auto-Rotate Support

1 Megapixel Front & Rear Webcams

1% DC-19VDC @ 2 6A

S50W Medical Grade Power Supply, Input: Universal 100~240V AC, 50-60Hz.
Supports Output range: DC19V, 2.64

10%~90% (non-condensing)

IP65 Sealed Front Bezel

Internet Connection

Overview
The control unit communicates directly with the RTILink database across the internet — a
connection to a facility’s intranet is NOT necessary.

The communication protocol for transmission of information is HTTPS.

The control unit initiates all communications with RTILink.com.

Clinicians are able to log on to RTILink using a username and password to add, view or edit
patient therapy settings and produce session and progress analysis reports. Two factor
authentication using Google Authenticator or Microsoft Authenticator is available. This can be
enforced as a clinic setting by the clinic administrator or used by individual clinicians.

The control unit can connect to a wireless network utilizing a hyperlink within the Restorative
Therapies application to access the Windows 10 wireless manager. For RT300 systems, a
USB-c to ethernet adapter can be used to achieve a hard-wired connection to the RTILink
database.
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Network Diagram and Data Flow
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Below is a list of the 18 PHI identifiers and their status in RTILink.com. Note that RTILink.com
provides a setting which can be optionally set for a clinic to prohibit storage of any identifying
information (see column 3 in the table below). This provides Safe Harbor de-identification.

# Identifier RTILink.com Can be prohibited
1 Names Not stored N/A
2 All geographical subdivisions Not stored N/A
smaller than a State
3 All elements of dates (except Birthdate can be entered Yes

year) for dates directly related into patient record
to an individual

4 Phone numbers Not stored N/A
5 Fax numbers Not stored N/A
6 Email addresses Email address can be Yes
entered into patient record.
Required if patient is to
receive progress Emails.
7 Social Security numbers Not stored N/A
8 Medical record numbers MRNSs can be entered into Yes
patient records as a means
of cross referencing the
RTILink.com ID number.
9 Health plan beneficiary Not stored N/A

numbers
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# Identifier RTILink.com Can be prohibited

10 | Account numbers Not stored N/A

11 | Certificate/license numbers Not stored N/A

12 | Vehicle identifiers and serial Not stored N/A

numbers

13 | Device identifiers and serial Only clinic device identifiers | N/A

numbers are stored as part of
session data. These do not
identify a patient.

14 | Web Universal Resource Not stored N/A

Locators

15 | Internet Protocol (IP) address Not stored N/A

numbers

16 | Biometric identifiers Not stored N/A

17 | Full face photographic images | Not stored N/A

18 | Any other unique identifying Not stored N/A

number, characteristic, or code
Other Data
The following data is also maintained for each patient.

# Data Description

1 ID number Seven-digit auto generated RTILink ID number
(includes checksum) used to identify the patient
within RTILink.

2 PIN number Four digit PIN used to confirm the ID number when
downloading a therapy. This defaults to patient
month & year of birth if available (mmyy).

Country Country where the patient is using the system.

Last used controller serial
number

Serial number of the last system the patient used —
in a clinic environment this will be a clinic system.

Date privacy acknowledged

The date the patient acknowledged Restorative

Therapies’ privacy practices.

Month & year born

Used to auto generate the PIN and set pediatric
status. Can be prohibited (see item 3 in table

above).

Weight Used to calculate MET minutes and for RT600
sessions.

Pediatric Used to set therapy defaults.

Condition Patient’s condition can be selected from a list of

conditions.

Session efficiency

Used to calculate MET minutes. Set automatically in

certain circumstances.

Clinic

Clinic patient is attending.

Prescribing clinic

Clinic that originally prescribed the system.

2" prescribing clinic

2" clinic that prescribed the system.
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# Data Description
Clinician Login of current clinician.
2" clinician Login of 2" clinician.
Therapies Table of therapy data for the patient. Patient can

have multiple therapies. History of each therapy is
maintained. An example is shown in Appendix B.

Therapy results

Table of therapy result data for the patient.
An example is shown in Appendix C.

Manufacturer disclosure statement
See manufacturer disclosure statement for medical device security in Appendix A.
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Appendix A

HM 1-2012
Fage 17
Manufacturer Disclosure Statement for Medical Device Security - MDS*
DEWYICE DESCRIPTION
_— - — . - .
Device Cakegaory - Manufacturer » Dccument 100 i Dacument Release Date
16520, 15220 I_FIESh:-rati'.'e Therapies, LF‘M1IZI143EI 20212020
Dovice Madel | Software Revision | Softwarc Releaze Date |
RT200, R200, RTE00, Keite |5 [ 12A7e203
. | Company Mam: I Manufacturer Contact Infarmation
anufackurer ar . . .
Reprecentativs | FieStorative Therapies 11434 Fleer 5t Baltimare, MD 21231
Contact I Representative Mame'Position
Informaticn ; Micholas Halbraak, Operations Manage
Intended wse of dervice in network-connecked cnvironment:
Ocwnload therapy parameters and upload therapy ses=ion results to an anline databaze, rkilink.com
MANAGEMENT OF PRIVATE DATA
Tes, Ma,
Riefer ko Section 2.5.2 of thiz standard far the proper inkerpretation of infarmation requested in this Form. Mi&, ar g
Fee flote =
A Can thiz dewice dizplay, tranzmit, or mainkain private data [including electronic Protected Health
Information [<FHI]? Ves
E Types of private data clements that can be maintained by the dewice:
E.1 Demagraphic (2.9, name, address, lacation, unique identification number]? Yaz i
E.2  Meadical record [2.g., medical record #, account 3, best or breatment date, device identification
numbeer]? Ves el
E.5  Diagnesticftherapeutic [2.9., photafradiagraph, test rezults, or physiclegic data with identifying
characteristics] ¥ Mo
E.4  Open, unstructured text entered by device sserfoperator ¥ Yes K]
ES5 Biometric data™ [{1[u] _
E.&  Perzonal financial information® Mo _
[ Maintaining private data - Canthe device:
C1  Mainkain private data temporarily in volatile memary [ioe, unkil cleared by power-off ar reset]® Mo 4
C.2  Etore private data persistently on local media® Mo _
C.3 Importfexport private data with other zystems¥ Yes ]
C.4  Mainkain private data during power service inkerruptions? Yes _
u] flzchanizmsz uzed for the transmikting, importingl cxporting of private data - Can the device:
04 Display private data [e.g., video dizsplay, ke ]¥ Mo _
0.2 Generate hardcopy reparts or images containing private data ¥ Yes g
O3 Retricys private data from or record private data to remorable media (=g, dizk, OvD, CO-
ROM, tape, CFYED card, memory stick, ete ¥ Yes T
D4 Transmitfreceive or importiexport private data via dedicated cable connection (&g, IEEE 1073,
zirial port, UEE, Firewire, etc]? [{1[u] _
0.5 Tranzmitreceive private data via o wired network connection [2.g., LARN, WAR, WPM, intranct,
Inkernek, cke]? Yes B
D& Tranzmitreceive private data via aninkegrated wirclesz network connection (2., WiFi, Eluctooth,
infrared, «ke.)? Yes ]
0.7 Import private data via zcanning? Mo _
0. Other? Mo _
Management of
Private Data
nokes:

& Copyright 2013 by the Mational Electrical Manufacturers As=sociation and
the Healthzare Information and Management Systems Society.
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HR 1-2013

Fage 12
Detice Categaory | Manufacturer | Document 100 I Document Releaze Date
16520, 15220 ' Restorative Therapies, LPM1U1430 _143332
Device Madel | Software Revision | Software Releaze Date |
RT200, B300, RTEOD, Heite 16 I 43318
SECURITY CAPABILITIES
Tes, Mo, =
Fefer to Zection 2.3.2 of thiz ztandard For the proper interpretation of information requested in thiz form. MA, ar &
Hee Mote
1 AUTOMATIC LOGOFF [ALOF)
The derice s ability to prevent acceszz and misuse by unauthorized wsers if device is left idle for 2 period of time.
1-1 Can the dewice be configured ta force reautharization of logged-in mser (=] after a predetermined length of
inactivity [&.q., auko-logoff, session lack, password protected screen saver]? Yes
1-1.1 Iz the length of inactivity time before auto-logofflzareen lock mser or administrater configurable?
[Indicate time [fixed ar configurable range] in nates.] Tes _
1-1.2  Can auka-lagaffdzcreen lack be manually invaked (2.9, via 2 shorkout key or proximity sensaor, o) by
the mser ¥ Mo _
ALOF
nokes:
Z  AUDIT CONTROLS (AUDT)
The ability ko reliably audit activity an the derice.
2-1  Canthe medical device create an asdit brail ¥ Yes 0
2-2  Indicate which of the Following events are recarded in the audit log:
2-2.1 Loginflegout Yes
2-2.2 Dizplag'prezentation of data Mo
2-2.3  Creationdmodificationddeletion of data Yes
2-2.4  Importiexport of data from remorable media Mo
2-2.%  Recciptftransmizsion of data fremito exkernal [2.g., nebwork] connection YVes
2-2.51 Remobte service ackivity Yas
2-2.6  Other events? [describe in the nokes seckion] Mo
2-3  Indicate what information iz uzed ko identify individual events recorded in the audit log:
2-31 Uszer D Yes
2-53.2  Dateltime Yes
AUDT
nokes:
¥ AUTHORIZATION [AUTH)
The ability of the device to determine the authorization of users.
31 Canthe device prevent access ko unauthorized mzers through wser login requirements or other
mechanizm? es _
F-2  Canwsers be azsigned different privilege levels within an application bazsed on 'rales’ [&.9., quests, regular
wsers, power wsers, administrabors, cbc ¥ Yes 1
F-3  Canthe device owncnloperator obbain unrestricted administrative privileges [¢.g., access aperating
spstem or application via local root or admin account]? Mo _
ALUTH
nokes:

& Copyright 2013 by the Mational Electrical Manufacturers Association and
the Healthcare Information and Management Systems Society,
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HH 1-20132

Fage 19
Dievice Category I Manufacturer I Document 10 U Document Release Dake
16520, 15220 | Restorative Therspies, | PR30 | 43582
Device Madel | Software Revisien | Software Release Dake |
RT200, BR300, RTEO0, Heite | 5 | #3818
Tez, Ma, -
Fefer to Eection 2.5.2 of thiz skandard for the proper interpretation of information requested in this Form. Mi&, ar =
Fee Moke &
1 CONFIGURATION OF SECURITY FEATURES [CNFE)
The abiliky k2 confiquredre-canfiqur: device zecarity capabilities to mest msers" needs,
4-1  Canthe device ownerdoperator reconfigurs product secarity capabilities ¥ Mo
CHMFE
nokes:

L CTBER SECURITY PRODUCT UPGRADES [C3UP]

The abiliky of an-zite service staff, remote service skaff, or authorized costomer staff tainstallfupgrade device
patches.

Can relevant 0F and dewice security patches be applicd bo the dewice az they become available?

5-11 Can zecurity patches ar akher zafbwars be installed remately?

CEUR

nakes:

'z security

ez
‘ez

[ HEALTH DATA DE-IDENTIFICATION [DIDT)
The abkility of the dewice to directly remove infermation that allows identification of 2 perzon,

G6-1  Does the device provide anintegral capability ko de-identify private data?

oIoT

nokes:

‘ez

12

i DATA BACKUF AND DISASTER RECOYERTY [DTEBK]

The ability ko recover after damage or destruction of derice data, hardware, or zoftware,

T-1  Doezthe device have anintegral data backup capability [ic., backup to remote zkorage or remorable

media such as tape, dizk]?

DTEE
nokes:

‘fes

13

B EMERGENCY ACCEZE [EMRG)

stored private data.
§-1  Doesthe device incorparats an emergency access [Vbreak-glass"] feature?

EMRG
nokes:

The ability of device wsers bo access private data in caze of an emergency situation that requires immediate acceszz ba

P,

3 HEALTH DATA INTEGRITT AND AUTHENTICITT [IGAU])

iz From the ariginator,

31 Dowes the dewice ensure the inkegrity of stored data with implicit or cxplicit error detectiontcarrectian

technology?

1G4

nakes:

How the dewice cnsures that daka processed by the desice has not been altered or destroged in an unauthorized manner and

ez

5]

& Copyright 2013 by the Mational Electrical Manufacturers Association and
the Healthcare Information and Management Systems Socisty.
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H 1-2013
Fage 20

— —
| Manufacturer | Dccument 1D

| Restorative Therapies, | PRI01430

Zaftwars Fevizion

e
Dievice Category

16520, 15220

Dlevice Mladel

| 43882

— — —
| Document Rieleaze Date

Zaftware Feleaze Date

1341

FLOK

nokes:

I3 PHYSICAL LOCKS [FLOK)

RTZ00, F200, RTe0d, Heite | ] | 43316
Tes, Ma, =
Riefer bo Section 2.5.2 of this skandard for the proper inkerpretation of information requested in this form. Mi&, ar Z
Foe Mote T
1T MALWARE DETECTION/PROTECTION [MLDP)
The ability of the derice to cffectively prevent, dekeck and remove malicious software [malware ).
10-1  Does the device support the use of anti-malware zoftware (or other anti-malware mechanizm]? ez 15
10-11  Can the mzer independently re-configur: anti-malware scttings? See Mote
10-1.2 Doz notification of malware dekection occur in the device wser inkerface® See Mate
10-1.5  Can only manufacturer-authorized persons repair spstems when malware has been detected?
See Maote
10-2  Can the device owner install or update anti-rires software ¥ Tes
10-3  Can the device ownerloperator [technicallp'phyzically] update virus definitions an manufacturer-installed
anti-vires software ™ A, _
MLDP
nokes:
) NODE AUTHENTICATION [NALUT)
The ability of the dewice to authenticate communication partnersinodes,
11-1  Does the device provide!support any means of node authentication that assures both the sender and the
recipient of data are known ta cach other and are authorized ko receive transferred infarmation® v
ez
MALT
nokes:
17~ PERSON AUTHENTICATION [FALUT]
Ability of the device to authenticate msers
12-1  Does the device support mserfoperatoer -zpecific username(z] and password(z] far ak leaszt one wser ¥
Tes 16
12-1.1  Does the device support unique aserfoperator -specific 10z and passwords for multiple users¥
Tes 16
12-2  Canthe device be configured to authenticate msers through an external authentication service [e.g., M3
Active Oireckory, MOE, LOAP, ctc]? Mo _
12-3  Canthe device be configured to lock ouk 2 mser after a cerkain number of unsuccessful logon attempts?
‘es _
12-4  Can default passwords be changed atdprior to installation? Tes _
12-5  Arc any shared mser 10z uzed in thiz system® Tes &
12-6  Can the device be configured to enforce creation of mser account passwords that meek establizhed
complexity rules? Yes _
12-T  Can the device be configured so that account pazswards expire periodicallp® YVeas
FALT
nokes:

Phyzical locks can prevent unauthorized wsers with physical acceszz to the device from compromizing the inkegrity and

confidentiality of private data stored on the device or on remorable media,

Are all device components maintaining private data [other than remorable media ] physically zecure
[i.2., cannok remaws without koolz] ¥

YVexz

& Copyright 2013 by the Mational Electrical Manufacturers Association and
the Healthcare Information and Management Systems Society.
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HmM 1-2013

Fage 21
-I:I-:'.'i-:-: Categary U Mlanufacturer IDocument 10 T Diocument Felease Dake
16520, 15220 | Restorative Therapies, | PMI01430 _{43332
DeviceMadel  [SefareRevisien | SoftwareRelaseDate |
FT200, BR300, RTEO0, Koite )& | #3818
ez, Na, =
Refer ko Fection 2,5.2 of thiz ztandard for the proper inkerpretation of information requested in thiz form. A, or =
ZecMote =
I ROADMAF FOR THIRD PARTT COMPONENTS IN DEYICE LIFE CTGLE [RDMP)
Manufacturer's plans for zecurity support of 3rd party compaonents within device life cpcle.
14-1  In the nakes section, lizt the provided ar required [separatzly purchazed andiar deliverzd] aperating
zpskemlz] - including version number[=]. See Mote
14-2 Iz a list of other third party applications provided by the manufacturer available Sea Mote
OfS: Windows 10, Third party software: Logmein
ROMF
nokes:
15 ETSTEM AND APPLICATION HARDENING [SAHD)
The device s resistance ko cyber attacks and malware.
15-1  Dowes the dewice cmploy ang hardening measures® Please indicate in the notes the level of conformance ko
any industry-recognized hardening standards. [ fa] _
15-2 Doz the device employ any mechanizm [2.q., releaze-specific hash key, checksums, ete] to enzure the
inztalled programiupdate iz the manufackurer-authorized program or software update? ez 17
15-5  Does the dewice have cxternal cammunication capability (2.9, nekwark, madem, sbe ¥ Yes
15-4 Do the file spztem allaw the implementation of file-level access cantrals [2.g., Mew Technalagy File System
[MTFE] far ME Windaws platfarms)? P& 18
15-5  Are all accounts which are not required for the intended wse of the device dizabled or deleted, For bath
m=ers and applications? Yes _

15-6  Areall shared resources [e.q., file shares] which are nok required for the intesded wse of the dervice,

dizabled? =t 12

15-T  Areall communication porks which are nok required For the intesded wse of the device closedidizabled?

T2, 13

15-8 | Areall services [e.q., kelnet, file transfer protocal [FTP], internct information server [IE], ete.], which are not

required For the imtended wse of the device deleteddizabled? ) 12
15-3  Areall applicationz [SOTE applications az well az OE-included applications, ¢.9., MZ Internet Explorer, cke]

which are not required For the intended wse of the device deletedidizabled? [ [a] 12
15-10  Can the device baot fram uncontralled or remorable media [i.c, 2 source ather than anintarnal drive ar

memary component]? Mo _
15-11 | Can zoftware or hardware not authorized by the device manufacturer be installed on the device without the

uze of boals ¥ Yes

EAHD

nokes:

16 SECURN T GUIDANCE [FGUD])

The availability of zecurity guidance for eperater and adminiztrator of the system and manufacturer zalez and service,

16-1  Are security-related features documented for the device aser ¥ Yes
16-2  Areinstructions available For dewice /madia zanitization (i, instructions Far how ba achices the permanent
deletion of perzonal or other senzitive data]? ez 20
EGUD0
nokes:

& Copyright 2013 by the Mational Electrical Manufacturers Association and
the Healtheare Information and Management Systems Society,
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Hr 1-2012

Fage 22
e — — — — —
Dievice Cakegaory | Manufacturer | Decument 1D | Decument Release Date
1B520, 15220 | Restorative Therapies, | PR101420 | 43882
Device Medel | Seftware Revision | Software Release Date |
RT200, R300, RTE00, Heite |5 I 43318
'l ']
Tes, Mo, =
Fefer ko Zection 2.5.2 of this standard far the proper interpretation of infarmation requested in this farm. MiA, or Z
Foo Moke &=
T HEALTH DATA STORAGE CONFIDENTIALITY [STCF]
The ability of the device to cnsure unauthorized access does not compromize the integrity and confidentiality of private
data stored on device or remorable media.
17-1  Canthe device cncrypt daka ak rese? Yas bed|
ETCF
nokes:

18 TRANZMISEION CONFIDENTIALITY [TXCF])

The ability of the dewice to cnzure the confidentiality of transmitted private data.

16-1  Can private data be tranzmitked only via 2 point-to-point dedicated cable® Rl
16-2 |z private data cncryphed prior ko transmizzion via a network or remorable media ? [If yes, indicate in

the nokes which encryprion standard iz implemented.] Yes _
15-3 |5 private data transmiszion restricked ko a fixed list of netwaork destinations¥ Yas

TxCF

nokes:

13 TRANEMISSION INTEGRITY [TXIG])
The ability of the device to cnzure the inkegrity of transmitted private data.

13-1  Does the dewice support any mechaniszm inkended to enzure data iz nok modified during transmizsion? [IF
wez, dezcribe in the notes zection how thiz iz achieved.) Yes

TxIG 55l

nokes:

20 OTHER SECURITY CONSIDERATIONS [OTHR)

Additional security considerationsinotes regarding medical device scecurity,

20-1  Canthe device be serviced remotely® Yas
20-2  Canthe derice restrick remote access toffrom specified devices or msers or network locations [e.g.,
specific IP addresses]? Yes _
20-21 Canthe device be configured to require the local mser to accept or initiate remote access7 Yas

OTHR

nokes:

& Copyright 2013 by the Mational Electrical Manufacturers A=sociation and
the Healthcare Infarmation and Management Systems Society.
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Notes:
1. RTILink.com assigns each patient a unique 7-digit number (includes a checksum)

2. A MRN can be entered as a cross reference. This and all identifying data can be
prohibited as an option in the clinic settings.

Session dates are stored. The serial number of the device which the patient used is
also stored.

3. The MRN number field is a text field.

4. The device does not store any identifying information. This is only stored in
RTILink.com if allowed in clinic settings.

5. RTILink.com can export patient data to xIs files or clinic systems if that function is
established.

6. RTILink.com can provide printed reports of session data and therapy settings.

7. Recording to removable media in not possible from the device. Recording to
removable media is not a function of RTILink.com however it would be possible for a
user to save the reports or exported data (see 5 & 6 above) to removable data.

8. The device can connect to RTILink.com via wired network connection using SSL
9. The device can connect to RTILink.com via WiFi network connection using SSL
10. RTILink.com creates an audit trail, the device does not

11. At the clinic level RTILink.com supports users: patients, clinicians, clinic
administrators

12. RTILink.com provides a clinic setting which prevents entry of any of the 18 patient
identifiers and removes any that have already been entered

13. RTILink.com is continuously backed up. The device is not backed up, but patient
therapy setting are uploaded to RTILink.com.

14 Communications between device and RTILink.com has guaranteed data accuracy

15 RTI does not install antivirus software since the device can only connect to
RTILink.com. Clinic can optionally install antivirus software on the device

16 The device supports a single clinician login. RTILink.com supports multiple clinician
login IDs and passwords.

17 Software updates incorporate checksums.
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18 Clinicians have no access to device except via the provided application software
19 All ports on the device are open

20 All identifying information in RTILink.com can be erased via a clinic preference
setting

21 Clinic device is encrypted. RTILink.com is encrypted at rest.
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Patient

Patient Details
Patient Therapies
Therapy

Copy Therapy
Use as Template
Apply Template
Therapy History
Therapy Sessions
Results

MET Minutes

Home Patients

Appendix B

Example of therapy parameters shown on RTILink that are downloaded to the RT300 system controller.

estorative Therapies

l\WE LEADER IN FES POWERED SYSTEMS

Therapies

Equipment

Analysis Files

RT300 Legs - Current [Uploaded]

Clinics

RTILink

Clinicians Distributors

RTI

Session will timeout in 19:27 minutes

User: ssimcox (ssimc
Site: 5000009 Resto

Preferences | Change Password | Logout

Profile
Therapy Default Bilateral
Spasm [v]

[=]

1
Average

Stimulation Response |

1 1
High  ‘“ery High

1
Narmal

Autonomic Dysreflexia [

LIDW Wery Luv:r

1
Mone

7 digit patient ID

Speed Offset (rpm)

Active - Forwards
Duration

Control Speed (rom)
Control Speed Seftable
Resistance (Nm)

Resistance Control

Passive
Skip Passive

Speed Offset (rpm)

Cool-down
Cool-down Duration

Snead Offest frnm)

1280 [*]
Both  [¥]

Automatic Resistance Progression
Target Resistance (Nm)
Progression Method

Stimulator
Frequency (Hz)

PV Modulation (%)

Smaoothing Duration (deg)

Stimulation Before Rotation
Duration

Ramp Up Duration

Log
Log Period

Dil:l

5060 [*]

o L

0:00:10

il

Wotor Support Offset (rpm)
Dynamic Muscle Support

Mass Of Inertia

Controller
Do Spasm Detection

Fatigue Offzet (rpm)
Duration For Fatigue (s)
Max Stim In Warm-Up (%)
Stim In Speed Ramp-Up

AT Stim Ramp-Up (%/s)

AT Spd Ramp-Down (rpm/s)

Gain P

1 1
Moderate High

Hemiplegia v

1 1 1

Left More Equal  Right More

Impaired Impaired
Warm Up Progression Ergometer
Warm-up Duration Automatic Speed Progression Motor Torque (Nm) 10.050 El
Speed Ramp-up Duration Target Control Speed (rpm) Motor Suppart Duration
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Appendix C

Example of therapy results that are uploaded to RTILink from the device controller.

Patient ID

1000014 )7010-09-22_10-24-17

SESSION DATA
Crank
Time(s)  Velocity

10
15
20
25
30
35
40
45
50
55
60
65
66

EN216141 Version5

Session Date

o w O O

12
17
22
29
35
36
40
41
37
37
37
37

Control/Target
Motor Velocity Speed

o U O O

13
20
26
33
40
40
40
40
40
40
40
45

45
45
45
45
45
45
45
45
45
45
45
45
45
45
45
45

7 digit patient ID

Power

O O O O O O O O o o o o o o o o

Stimulation

Level

O O O O O O O O o o o o o o o

0.993

Drive Torque

9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983
9.983

Resistance

0.5
0.5
2.525
2.525
2.525
2.525
2.525
2.525
2.525
0.5
0.5
0.5
2.525
2.525
2.525
2.525

Pulse

-1

Saturation



